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Realistic demonstration of training data extraction / memorization

Real LLM: GPT-2 

Training data is unseen during attack 

Extracted candidates confirmed with OpenAI 

Key takeaways: 
    LLMs memorize a LOT 
    Extraction is easy

Overview



Defining Memorization

• Intended memorization: word spellings, area ZIP codes, country capitals 

• Unintended memorization:  PII, chat history (privacy); UUID, URLs, base64 (too specific) 

• Model knowledge extraction: text can be sampled from LLM for some (short) prompt 

• k-Eidetic memorization: text is extractable but appeared only k times in training data



Threat Model

• Adversary capability: black-box API access to LLM logprobs for any prompt 

• Adversary objective: extract memorized training data (not targetted) 

• Attack target: GPT-2 
    - Public LLM from OpenAI 
    - Trained on public data 
    - But exact training data is private (prevents cheating in attack construction)



Risks and Ethics

• Data secrecy 

• Contextual integrity: unintended use of public data 

• Large k-eidetic memorization also matters, but focus on small k here 

• LLMs can output memorized text even in honest interaction 
(i.e. without adversary)



Training Data Extraction Attack

• Step 1 (generation): sample many generations from LLM 

• Step 2 (membership inference): sort by likelihood of training set membership 

• Naive generation: 
    prompt = “[BOS]” 
    temperature = 1 
    sample N times 

• Naive membership inference: 
    sort by LLM perplexity  (low ppl => probably in train set)



Issues with Naive Attack

Generation: 

• Large-k memorized examples: MIT license, user guidelines for online forums 

• Low generation diversity: 100s of duplicate user guidelines in 200,000 samples 

Membership inference: 

• Large number of false positives: repeated text has low ppl, but is not in train set



Method 1 = naive

Improved Generation

• Method 2: sampling with a decaying temperature 
    temperature = 10 initially, but decays to 1 within 20 tokens 

• Method 3: conditioning on internet text 
    prompt = prefix from CommonCrawl



Method 1 = naive

Improved Membership Inference

LLM ppl / Base model ppl [LLM = GPT2 XL (1.5B)] 

• Method 2: Base model = GPT2 Medium (345M) 

• Method 3: Base model = GPT2 Small (117M) 

• Method 4: Base model = zlib compressor 

• Method 5: Base model = LLM ppl on lowercased text 

• Method 6: LLM ppl over sliding window of 50 tokens



Select 1800 (= 3 x 6 x 100) total samples out of 600,000

Workflow



604 / 1800 are memorized training examples

Results



1-eidetic memorization

Memorization from only 1 training data



Main experiments are limited to 256 token generations

Much longer sequences are also memorized

• Authors extend memorized sequences 

• Following are memorized verbatim: 
    - 1450 lines of source code from some file 
    - MIT license 
    - Creative Commons license 
    - Project Gutenberg license 

•  = 3.14159… is memorized upto 824 digits! 
     - prompt to extract: “e begins 2.7182818, pi begins 3.14159”
π



Real prefix from real webpage; no canary

Effect of Model Size



Mitigating Privacy Leakage in LMs

• Training with Differential Privacy (not practical: slow training, poor accuracy) 

• Curating the training data 

• Limiting impact on downstream tasks (e.g. by fine-tuning) 

• Auditing ML models for memorization



Summary of Lessons

• Extraction attacks are a practical threat 

• Memorization does not require overfitting 
     overfitting = large train/test gap 
     actually, large gaps for memorized examples, but gets averaged out 

• Larger models memorize more data 

• Memorization can be hard to discover (extraction dependent) 

• Adopt and develop mitigation strategies



Personal Thoughts

• 1.5B GPT-2 memorizes so much! 
GPT-4 is 1.8T params! 

• Gradient from a single document is enough to memorize! 
(although doc should contain many repetitions) 

• What is the ML mechanism for memorization? 

• So much model capacity is wasted on UUIDs, hashes, other high entropy sequences!


